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System Setup

Follow these steps to complete the setup process

Software Installation

1) Double click on the windows installed package file. Operative systems
supported: Windows Xp, Windows Vista, Windows 7 and Windows 8.

%5 Access System Setup E|

Welcome to the Access
System Setup Wizard

The Setup Wizard will install Access System on your
computer, Click "Mext” to continue or "Cancel” to exit the
Setup Wizard,

Mext = ] [ Cancel

2) Click *‘Next’ on the welcome screen

& Access System Setup |'._| |E| E|
Select Installation Folder ﬁ_\
This is the folder where Access System will be installed, c :

To install in this folder, dick ™ext™. To install to a different folder, enter it below or dlick
"Browse",

Folder:

|C: \Program Files\Access System) Browse...

Advanced Installer

< Back ” Mext = ] [ Cancel




A

Secure Tech www.setech.ca

3) Click ‘Next’, do not change the destination folder. Secure Tech® software will be installed

To Open the software go to Start>All Programs>Access System, a password will be required, to open
the application, the default administrator password is “"1234".

% Keyless Access Management System

Access Records

- Cepartments

User Management

]

November 2013

]

Date

|N0v 16, 2013

3 4 35 8 7 8 8

) Pasition 10 11 12 13 14 15 €8y E E
17 18 19 20 21 22 23

24 25 26 27 28 29 30

OUserName

= | | r——

— Data Uploading

S e )

O Granted

 Download Records
oDiscomnected |

B Denied-cut of schedule B Denied-unauthorized B Exit

" Access Records Downloading

Secure Tech ® management software contains two tabs, User management and Access Records.
After management operations are performed over the software, it will be required to connect the
laptop to specific controller modules to upload the information to them, this is performed by utilizing
upload data button located at the bottom the User Management tab

(by default the software will upload data automatically upon connection).

In order to download access/exit records it will be required to connect the laptop to the controller
module and click on Download Records button on the Access Records tab.

Note: Multiple management operations can be performed before uploading all the data to the door
controller modules (for example: new users added, users removed, access schedules edited, then the
laptop is connected to the controller modules to update all the data into the controller modules).
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Installing USB Driver

The first time that a controller is plugged to the laptop will require the installation of a USB driver

1) Found New Hardware

SecureTech

4:59 PM

1) A message on the task bar will indicate that a new hardware was detected, a new screen will
come up select “"No, not this time” and click on Next button

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windows will search for curent and updated software by

loaking on your computer, on the hardware installation CO, or an
the Windows Update “Web site [with your parmizsion).

Fiead our privacy policy

Can Windows connect to Windows Update to search for
zoftware?

() Yes, this time anly
() Yes, now and every time | connect a device
(®) Mo, not this time

Click, Mext bo contitie.

[ Mext » ][ Cancel l

2) A new screen will pop up, select the option “Install the software
Automatically (Recommended)” and click on Next button

Found Mew Hardware Wizard

This wizard helps you install software for:

Communications Port

\') If your hardware came with an installation CD
&2 or floppy disk. insert it now.

what do pou want the wizard to do?

(@) Install the software automatically (Recommended)
() Install from a list or specific location [Advanced)

Click Mext to continue,

< Back ” Mext > ][ Caticel
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3) Click on “Continue Anyway” button

Found Mew Hardware Wizard

Please wait while the wizargg
Hardware Installation

:- ' "-l., The saftveare wou are inztalling far this hardware:
(3 Cammmiestias E Communications Port

has not paszed Windows Logo testing ta vernify itz compatibility
with "Windaws =P, [Tel me why this testing iz important. |

Continuing your installation of this software may impair

. or destabilize the comrect operation of your zyztem
E) either immediately or in the future. Microzoft strongly
L recommends that you stop this installation now and

contact the hardware vendor for software that has
pazsed Windows Logo teshing.

[ Continue Lrpaay J ﬁ STOP Inztallation J

< Back Mewt = Cancel -

IMPORTANT NOTE: If your laptop can not find the usb driver automatically, select it manually from
this location C:\Program Files\Access System\USB DRIVER
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Wizard Setup

The wizard tool will guide you until access
credentials are ready to be assigned to users.

4 o , , When the management software starts the first
Please click 'Next' to initiate the wizard setup. It will be . . . .
required to connect the laptop to the installed controller tlme, the Wizard Setup will start aUtomatlcaHY-
modules. To launch the wizard at a later time go to
settings> Wizard Setup

"</é Welcome to Secure Tech Wizard Setup

The Wizard Setup will guide you through:

Setting up the number of controllers in the system and readers details
Registering access credentials into the system

Setting up date/time and daylight savings time on the controllers (if required)
Setting up weekly access schedules (if required)

Setting up access groups (if required)

ANENENENEN

Wizard Setup Screens

Configure the reader labels and their usage (access or exit). Access readers are utilized to
Set the number of controller modules that are currently control access to doorsfgates, Exit readers are utilized to register the date and time users
installed. Each contraller can suppart up to twao proximity exit the ffar:mties‘ It will be required to connect th_e laptop tn_insta_:Hed controllers. A
readgrs. Each proximity reader can be set as an access Eigisjét:vl\?lT%rSg?:Dwé\l E;a;tsl\:mlged to each one in order to identify them. Example:
or exit reader,
Controller N Reader N Reader Label Access Reader  Exit Reader
Controller M Activated Murnber of readers % Controller N1 | Reader N1 O
Controller M 1 2 Controller W1 |Reader M 2 Back Entrance O
Controller M 2 |
Controller N 3 O
Controller M 4 O
Controller N 5 O
Controller M & O
Controller N 7 O
Controller M & [l -
[.cClear.] [ clear |
[ <Back | [ Newts | | cmack ©oNewer |

Please connect the laptop to the controller module N:1
and click on Set Button

Activate all the controllers that are
installed in the system, select the - close | —t
number of readers that are installed on
each controller (1 or 2)

Set each reader label and function
(access reader or exit reader), click on
‘next’ button. A hew window will pop
up requiring to connect the laptop to
each existing controller
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o/ fccess Keyrobs)Cards Registration
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A |

Register the access keyfobs/cards provided into t
‘Access keyfobs/cards are registered automatically by
connecting the laptop to any controller module and presenting
the cards/keyfobs onto a proximity reader.

‘Connect the laptop to any controller module and click on the 'Register Access
Cards/Keyfobs' button. Present each card/keyfob onto the proximity reader.
The light on the proximity reader will blink twice indicating successful
card/keyfob registration. To finish the registration process click 'Next' button.

® Reaqister cards/keyfobs

O 1 will register access cards/keyfobs later

| e

The credentials provided with the
system need to be registered in order
to be assigned to users. To register
access credentials at a later time, go to
setting menu>register new access
credentials

7. DatefTime Set Up

List of cards/keyfobs registered HeGistratonistanls

ggg;?ggi Access card number: 09441563
09519256 registered succesfully
09441563

Total Cards/Keyfobs Registered

4

Covents ]

Connect the laptop to any existent
controller and click on ‘Register Access
credentials’ button. Present each
credential onto the proximity reader, to
finish the operation and continuing
with the wizard click on *‘Next’ button

Set up the time and date of the door controller modules. Please ensure the time and
date on the laptop is correct, and click 'Next.'

_

Ensure that the date and time on the
laptop is correct, the date and time will
be transferred to the existing
controllers

~ Time forward by one hour

Day order Day Month Time

ISecond m ISunday EJ OF IMarch @ AT

~ Time back by one hour

Day Order Day Month Time

|Firsl EI |Sunday gl OF |Novembet gl AT

# usa/Canada a8

e pack— miensod

If there is daylight saving time in your
region, please complete this form.
The controllers will adjust the time
automatically.
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Al ccess Frol

‘Monday Ins_uu. To |
Tuesday  [o300 To [17.00
Wednesday M To W
Thursday Wu- To [17.00
Friday W To W
Saturday [1g00 To [ig00
i

Sunday [ooo0 To  [oo00

Access schedule label

Office Schedule

You need to setup access schedules if you
do not want users to be able to gain
access 24hs a day, 7 days a week. You
can setup to five (5) different weekly
access schedules.

that work at night, allo! them to only access specific doors at
specific times.
Access Group N Label Set/Edit Delete =l
1 Office Group Set/Edit Delete
2 Set/Edit Delete
3 Set/Edit Delete
4 Set/Edit Delete .
5 Set/Edit Delete
6 Set/Edit Delete
7 Set/Edit Delete
8 Set/Edit Delete
g Set/Edit Delete
10 Set/Edit Delete
11 Set/Edit Delete
iz Set/Edit Delete -
[ <Bacc
=

Access groups are useful if a group of
people shared access to the same doors

and access schedules.

www.setech.ca

10



Secure Tech

time,

Multiple management operations can be performed before uploading all the data
to the door controller modules. The system will indicate on the bottom status bar
when data uploading is required.

Wizard completion screen

www.setech.ca
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Add Users to the System

Secure Tech ® software allows creating a company organization tree where we can organize the
company by departments and positions, adding departments to the company, positions to the
departments and users to the positions. Management operations are easily performed by

simply locating the cursor over organization chart items and clicking the right button of the mouse.

Create company organization tree

frem ) Keyless Access Management System

To Add a Department , locate the mouse
pointer over the Department folder and

Eliminate Department

press the right button of the mouse, select
the add department option , an input box

A will come up, enter the name of the New
iminate Positon Department and click on OK button. A new
Users View department will be added to the

Add single user to the pasition

Add multiple users to the position

User Details View

Edit User Details

Remove User

Exit

Department tree.

 Data Uploading

.7 _Keyless Access Management System .gT«D
e IR | To Add a Position, locate the mouse
pointer over the Position on the

(& Departments organization tree and click the right button
i e of the mouse, select the add position
EE option, an input box will come up, enter
I | the name of the New Position and click on
=T OK button. A new position will be added to
P the Department tree.

Add single user to the position

Add multiple users to the position

User Details View

Edit User Details

Remove User

Exit

[’ Data Uploading

12
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Add Users to company’s position

3

Keyless Access Management System

ﬁ Departments

{8 Administration
9 Accountants
Techr Do

————— Locate the mouse pointer over the
o) Position on the organization tree and

click the right button of the mouse,
select the add single user to the
position or add multiple users to
the position

Add multiple users to the position

Remove User

Exit

— Data Uploading

Add single user

2 Mew User @ = Wm
D Label Activati A Schedul
User 1D Card ID [14102294 (3 B oor Labe ivation | Access Schedule |

Reader N 1: Main

Readsr N 2: Back

First Name
Lost Name

Phone N©

E—
T —

Department Administration

Position Accountants

 Authorized Doors / Schedul
Access Group

_’70

Data Upload Method
’7 O Laptop ) Centroller Keypad ﬂ ‘

L clear—1 [ appiv—]

Enter user’s personal information, select access credentials number from the combo box, select
authorized doors and schedules or access group.

A user’s picture can be loaded or capture by connecting a webcam to the computer utilized.

The user’s picture cannot exceed 200 Kbytes. Select data upload method, laptop or controller keypad
if the user was already or it will added from the keypad.

13
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Add multiple users

1D User Mame Last Mame Departrnent Position Card/keyfob Activ.Access Group  Access Group Door/Schedules

Robert Johnson Sales Sales Rep. 0162840505 Employees Doors/Schedules

Monica Gonzales Sales Sales Rep. 0162841387 Employees Doors/Schedules

Peter Lopez Sales Sales Rep. 0162841595 Employees Doors/Schedules

Doors/Schedules

Doors/Schedules

Doors/Schedules

Doors/Schedules

o | B W

Doors/Schedules

Doors/Schedules

[
o

Doors/Schedules

-
[

Doors/Schedules

-
ra

Doors/Schedules

-
w

Doors/Schedules

[
In

Doors/Schedules

= L

15

NO0O0O0o00OooooogiE EE

— Apply to all

Enter user personal information, select access credential nhumber from the combo box, select
authorized doors and schedules or access group.

The same department, position and access group can be set for all the users, allowing a quick the
setup of multiple users.

The option ‘names/credential” will assign sequential names (e.g User N°1, User N°2, etc.) to existing
credentials.

This feature allows the activation of credentials before assigning them to users. You must edit the
user names as credentials are provided to users (e.g replace “User N°1” with the user’s name, for ex.
“John Smith").

Since this edition does not require connection to the door controllers, it can be done remotely.
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Set /Edit/Delete Access Schedules

To Set /Edit an Access Schedule, Select User Schedules menu, then select the Access Schedule
submenu and access schedule settings, a new screen will pop up.

j_Access Schedules Settin @

Up to five independent access schedules can be set up.
e Select the desire access schedule, a new screen will come

up, select set/edit option, complete the weekly schedule
and click on Apply button.

C b s n_-'lz.ln,l(;anceﬂ B Deactivated
It is required to connect the laptop to the existent door

G —— [:_ | controllers to complete the procedure.

T i To Cancel an Access Schedule, select User Schedules
{ Access Schedule 4 - Set/Edit/Cancel | | B osscuve menu, select the Access Schedule submenu and select
the access schedule set, a new screen will pop up.

C P :../:An’l(;am-_eﬂ ‘ B Deactivated

Select the desired Access schedule, a new screen will
pop up, select Cancel option and click on Apply button to finish the operation.

To be able to perform the cancellation, previously, system users that have been assigned to that
access schedule need to be edited to other access schedules.
It is required to connect the laptop to the existent door controllers to complete the procedure.

L T Y —— @
~ Gelect operation < Access Hours must be set in 24hr format.
@ set/Edit ) Cancel < For a particular day, to allow access all day, utilize
the following setting: 01:00 to 01:00
— Weekly Access Schedule % For a particular day, to deny access all day , utilize

the following setting: 00:00 to 00:00
Allow Access From

Monday 0300 To [17.00 fuc] p Users can access from 09:00 AM to 05:00 PM
Tuesday 1800 To 5300 » Users can access from 06:00 PM to 11:00 PM

Users can access from 05:00 PM to 02:00 AM

Wednesday (1700 To
(On Thursday)

Thursday |pgop To

— [=
o o
o o

v

Users can access from 08:00 AM to 12:00 PM

v

Friday oi:o0 To o100 » Users can access all day (00:00:00 to 23:59:59)
Saturday [pgo0 To |14:00 fi-] » Users can access from 08:00 AM to 14:00 PM
Sunday 000 To [onoo (R

[ » Users can not access all day (00:00:00 to 23:59:59)

— Access schedule label

|Office Schedule ‘
Access Schedule
( Close " ]r “Apply ‘1

15
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Set/Edit/Delete Access Groups

An Access Group allows to define a group of doors and access schedules that is shared within a
group of people. For example, if employees share the same access settings, that is, they can access
to the same doors with the same access schedule, an access group named employee access group
can be created for them. Then, when adding a new employees to the system, employee access group
can be assigned to them.

To Set /Edit an Access Group, Select User Schedules menu, select the Access Groups submenu
and Access Group Settings, a new screen will come up. To Set/Edit an Access group type the
Group Label and click on ‘set/edit’ button, a new screen will come up, select authorized doors and
access schedules and click on apply button.

b_ @\
Access Group N Label Set/Edit Delete -
1 I Employees I Set/Edit ][ Delete l
2 | sewedit | Dslete |
3 | sewedit |  Delete |
4 | sevedt | Delete | Access
5 | sevedt | Delete | Group
& | sewedit | Dslete | List
7 | sewedit |  Delete |
8 | sewedit |  Delete |
3 | sevedt | Delete |
10 | sewedit | Dslete |
11 | sewedit |  Delete |
12 | sewedit | Delete |
[ T i [l
(7 7 Autharzed doors and schedules - Acess Graup Ml ~Emplavees . AW -
Door Label Activation Access Schedule
Reader M 1: Outdoor Entrance 24Hs
Reader M 2@ Office Entrance IScheduIe M1 - Office Schedule
Access
Groups
Setting
[ select all m r’m

16
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Door Schedules Management
Set/Edit/Delete Unlocking Schedules

To Set /Edit/Cancel a door unlocking schedule, go to Door Schedules menu, select the Unlock
settings submenu, select Schedule Settings submenu, select the desired operation (Set -Edit -
Disable).When Set or Edit is chosen, click the desired door from the door list and complete the
weekly unlocking schedule. Click on Set button, repeat the operation for each door. To finish the
operation click on Apply button.

To Cancel an unlocking schedule, select ‘*Cancel’ option from the ‘select operation’ frame. Select the
door from the list and click on Apply button.

It is required to connect the laptop to the existent door controllers to complete the procedure
Conditional Unlocking schedule feature:

When this feature is selected, the unlocking schedule will take place ONLY after an authorized user
has accessed to the facilities utilizing his access card. This feature ensures that there is an authorized
user in the facilities when the door remains unlocked.

Unlocking Schedules Setting Format

% Hours must be set in 24hr format.(e.g. 07:00 to 19:00)

% For a particular day, to keep the door unlocked all day, utilize the following setting: 01:00 to
01:00

< For a particular day, to keep the door locked all day , utilize the following setting: 00:00 to
00:00

< Door Weekly Unlocking Schedule Setting Example

Door
— Select operation Un'OCking
™ Set Edit Cancel
Schedules
~ Door List ———— 1 [ Unlock Weekly Schedule
Dil all Doars
” ’
Ul (ErEREmeE Door unlocked from
a4l Back Ent »
&AL Back Entrance Monday o To (v fed » Door unlocked from 09:00 AM to 05:00 PM
» Door unlocked from 07:00 PM to 03:30 AM
Tuesday 1900 To (0330 (On Wednesday)
Wednesday o530 To 1200 » Door unlocked from 06:00 AM to 12:00 PM
Thursday 1500 To |21.00 » Door unlocked from 03:00 PM to 10:00 PM
Friday o:00 To  [o10o » Door unlocked all day
Saturday [p500 Te  [11.00 E-L_‘ » Door unlocked from 05:00 AM to 11:00 AM
Sunday oxo0 Te [opoo [l » Door locked all day
Conditional Unlacking Schedule
Only activate after a useris
[ granted access with his
access card/Keyfob

I'Set‘.|

- tlose O— T —

17
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Set/Edit/Cancel Door lock/unlock exception schedules
To set a exception lock/unlock schedule, select Door Schedules menu, select the door lock/unlock

exceptions> Set Schedule submenu, a new screen will come up.
Select the desired operation, new schedule, edit schedule or cancel schedule.

— Select operation

™ New Schedule () Edit Schedule ) Cancel Schedule

— Schedules

J January 2015 j Door Label Unlocking Time Locking Time
Reader M* 1: Main Entrance 03:00 16:30

|—| Door
1z 3 Reader N? 2: Back Entrance 07:30 23:00
4 5 6 7 5] 9 10

Exception
11 1z 13 14 15 16 17
18 19 20 21 22 23 24 Schedules

25 26 27 28 2930 31

Date  |1ap 30, 2015

[ Erasefield

i Close ' * Apply |

To Set an new exception date, select a date from the calendar, click on each desired door and
complete the unlocking and locking time. To finish the operation click on Apply button.

To Edit an exception schedule, select the date from the calendar (shown in bold), click on each
desired door and Edit the unlocking and locking time. To finish the operation click on Apply
button.

To Cancel an exception schedule, select the date from the calendar (shown in bold) and click Apply
button.

It is required to connect the laptop to door/s controllers to complete the procedure.

Time Format:

% Locking and unlocking time must be entered in 24hr format (e.g. 09:00 to 18:30)

% To set an exception schedule where a door must be kept locked all day utilize the following
format: Unlocking time 00:00, Locking time: 00:00

% To set an exception schedule where a door must be kept unlocked all day, utilize the following
format: Unlocking time 01:00, Locking time: 01:00.

Important note: Exception schedules will overwrite (for the selected date) the regular
weekly unlocking schedules (if it was previously set)

18
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Lock Doors

This feature allows to lock any door/s that has been set with an unlocking schedule, the doors will be
locked for the current day overwriting ONLY for the current day the weekly unlocking schedule or
exemption schedule previously set.

A list of door/s that have a set unlocking schedule will be shown. Select the door/s you want to lock
and click Apply button.

A new exception schedule will be set for the door/s selected on the current day. The
unlocking/locking time format set will be *00:00 to 00:00”>door locked.

It is required to connect the laptop to door/s controllers to complete the procedure.

0O n Back Entrance

19



Secure Tech www.setech.ca
User Management
Add/Edit/Delete users

To Add Users click on add user or add multiple users button on the user management tab.

Users can be also added by right clicking on any position on the organization tree, selecting add
single user to the position or add multiple users to the position.

Complete the user information, select access credential number, authorized doors/schedule or access
group.

It will be required to connect the laptop to the existing controller/s to upload the data, activating the
access credential in the controller module.

Alternatively users can be added from the controller keypad (controller keypad upload method), for
instructions please refer to Controller Keypad Operation Instructions section.

= e Authorized Doors and Access Schedules €3

| Activation | Access Schedule

D Label
User ID Card ID |14102292 3 ‘7] oor Labe

Reader M 1: Main

Reader N 2: Back

First Name
Last Name

Phone N®

—
e —
Closd | copture’

Department

— Authorized Doors / Schedul

Access Group
‘Doers/Schedules selection

Data Upload Method
’7 © Laptop ) Controller Keypad B ‘

Fclear—  [—apply—

Multiple Users Addition

% Multiple User Addition 3

1D User Hame Last Name Department Pasitian Cardf/Keyfob  Activ.Access Group  Access Group Door/Schedules E

2 Robert Johnson Sales Sales rep. 0162840505 Employees Doors/Schedules
Monica Gonzales Sales Sales Rep. 0162341387 Employees Doors/Schedules
Peter Lopez Sales Sales Rep. 01162841595 Employees Doors/Schedules

Doors/Schedules

[<]<]

Doors/Schedules

Doors/Schedules

Doors/Schedules Add M u Iti ple

Daoors/Schedules

Users

Doors/Schedules

Doors/Schedules

Doors/Schedules

Doors/Schedules

Doors/Schedules

Doors/Schedules

po0O0oooooooono

apply to all

20
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Enter user personal information, select access credential number from the combo box, select
authorized doors and schedules or access group.

The same department, position and access group can be set for all the users, allowing a quick the
setup of multiple users.

The option ‘names/credentials’ will assign sequential names (e.g User N°1, User N©°2, etc.) to
existing credentials. This feature allows the activation of credentials before assigning them to users.
You must edit the user names as credentials are provided to users (e.g replace “User N°1” with the
user’s name, for ex. “John Smith"). Since this edition does not require connection to the door
controllers, it can be done remotely.

To Edit users settings and/or personal information, double click on the user name on the
organization tree or select the user, click the right button of the mouse and select Edit User Details.
Users details can also be edited from the user list, click on ‘user list’ button on the management tab.
Select the user from the list and click on *Edit’ button.

% _Keyless Access Management System (=) 4

User Management

(Z3 Departments
E|i Administration

=) [0 Accountants E
- § Mora, Antonio

- @ Churrasco, Vera

¢ Chan, Ammanda

-~ @ Purichelly, Fernanda
Technical Support

oo @ Ivan, Tito E

-~ @ 0ng, Emilia

;:;:Mt User Editipn
E Organization
Eliminate Department Tree
Add Position
Eliminate Position E
Users View
Add single user to the position

Add multiple users to the position

User Details View

— Data Uploading

Remove User

Exit

21
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3 Cosca Vera Technical Support  Technician 09473934 Z(0}

El Greemberg Marian Cirectors Cirector 09757032 Z(0}

5 Guttirerez Damian Accounting Accountants 0laza4z2g22 Z(0)

5] Herrera Raomaina Accounting Accountants 0162842872 Z2(0)

s kim . [Peter [ Directors Director 0

4 Moore Jim Accounting Accountants 0162842352 Z(0}

z Raobinson Feter Technical Support  Technician 0162841387 Z2(0) e
1 Shin Caralyn Sales Sales Rep. 09767632 1(0), 2 User edl_tlon
7 Smith John Directars Director 09474153 z(0) User List
(O ———————————————————————————— ®
| Search | Edit  Remove  Picture View  Report Refresh  Close

To replace a lost/stolen credential, select a new card number/credential from the combo box, the
lost/stolen card will be automatically removed from the system. If the lost card is found, the card can
be recovered and assigned to other users. To recover a lost/stolen card, click on recover credential
on settings menu. A screen will come up where the card can be selected and re-entered into the
system.

To Remove a user click on remove user button on the user management tab, select the user’s
name to be deleted, users can be filtered by department and position, select if the user has returned
his/her access card. Select the upload method and click on Apply button.

Users can also be removed from the user list, click on ‘user list’ button on the management tab.
Select the user from the list and click on ‘Remove’ button.

- . Remove User ‘ =4
~ Remove user
DEsactmeie
Fositicn
Haine
Remove
ID Card
14097836 U Ser

 Card Return

® Yes O Ne

I will connect the laptop to the
® controller module to remove
the user's card

The user's card was removed or
will be removed from the
controller module keypad

22
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Replace lost /stolen credentials/Recover lost credentials

To replace a lost/stolen card, locate the user on the organization tree and double click over its name.
A new screen will come up, select a new credential number from the combo box; the list /stolen
credential will be automatically removed from the system.

If a lost credential is found, it can be recovered. To recover a credential, goto credential recovery
on settings menu. A screen will come up where the credential can be selected and re-entered into the
system.
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Click on user list button on user management tab. The list can be rearranged by clicking on the list
headers. To generate a report click on Report button.

3 Cosca Vera Technical Support
9 Greemberg Marian Directars

5 Guttirerez Camian Accounting

[ Herrera Rormaina Accounting

6 JKim | Feter C

4 Moore Jim Accounting

2 Robinson Peter Technical Support
1 Shin Carolyn Sales

7 Smith Jaohn Directors

Technician
Director
Accountants
Accountants
Accountants
Technician
Sales Rep.
Director

09475934
09757032
0162842822
0162542872

0162542352
0162841387
09767692
09474183

200}

2(0)
2(0)
1o, 2
2(0)

Printed Tirme: 9:44 am

Printed Date: January 29, 2015

s G F & L[ a4

Totakd

Authorized Access format

100

Jofg

Door Labels

Access Schedule Labels

Door Number( Schedule nmuber) | Schedule N _Label
DoorN Label
1 Main Entrance " 2ahs
2 Back Entrance 1 Office Schedule ‘
User Report
User Name Card fKeyfob Department Position Authorized Access Access Group Phone N ‘
Cosca, Vera 09476934 Technical Support Technican 2(m Employees
Greermberg, Marian 09757032 Directors Director 2(0 Employees
Guttirerez, Darmian 0162542822 Accounting Accountarts 2(0) Employees ‘
Herrera, Romaina 0162642872 Accounting Accountants 20 Employses
Kim, Peter 09336711 Directors Director 2(m Employees
Maore, Jim 0162842352 Accounting Accountarts 200 Emplovess
Robinsan , Peter 0162541357 Technical Support Technidan 2(0) Employees b
Shin, Caralyn DO7E7602 Zales Sales Rep. 1¢07, 2(0) Mot Applicable
smith, John 09474183 Directars Director 2(0 Emplovees

User List

User Report
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Set/Edit/Delete Temporary Access

The temporary access allows to granting/denying temporary access to system users, only for a period
of time or days. This temporary setting overwrites the user authorized access for the period of time
selected, after which goes back to its regular setting.

To set temporary access to system users go to Temporary Access menu, select System user
submenu, you can authorize/deny by departments, positions or individual users.

Select the doors you want to grant or deny access, in case of granting access select the activation
date and time (date and time after which access is granted to the user/users), deactivation date
and time (date and time after which access is denied to the user/users).

The priority schedule will be activated when is required to grant access for more than one day, this
feature is particularly useful to prevent users to gain access during night hours.

N
P Temporary AccessRestic 7 5
~ Users r Door List —————————
0 All Departments O 1 ooors
O3 Administration Main Docr
- O Accountants Back Door

O ¢ Mora, Antonic

O churrasce, vera

¢ Chan, Ammanda

O ¢ Purichelly, Fernan
= O3 Technical Support

O 1van, Tito

¢ Cng, Emilic

0 ¢ Enane, Esteban

Temporary
Access
i > [C] Restrict access to all doors
~ Schedule
Date Time
Activation |I‘-Jc-,- 16, 2013 [ | 19:34 [Ncuq
Deactivation |ngy 15, 2013 @ 2020
 Priority Schedule/24hs
24hs
Friority Schedule
— [ S—

To Edit a temporary access go to set temporary access and reset the temporary access, this
operation will overwrite the previous settings.

To Deactivate a temporary access select Temporary Access menu, select the system users>
view/remove submenu, a hew screen will pop up with a temporary users list, select the user you
want to disable (the temporary access settings will be disabled), click on Deactivate button.

It is required to connect the laptop to door/s controllers to complete the operation.
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Add/Edit/Delete Visitors

To Add a visitor go to Temporary Access menu, select Visitors >Add New, complete the visitor
details, select credential number and authorized doors. Select the activation date and time (date and
time after which access is granted to the visitor), deactivation date and time (date and time after
which access is denied to the visitor).

% Visitor Access

2 S
Dﬂ All Doors

| |

Notes | Meeting with Robert
Priority Schedule Setting ..
e Visitors
) 24hs

) priority Schedule

O eree—

[ Extra opening time

Disabled Person ‘

The priority schedule will be activated when is required to grant access to a visitor for more than one
day, this feature is particularly useful to prevent visitors to gain access during night hours.

To Edit a visitor detail go to Temporary Access menu, select the Visitor>View/Edit/Deactivate,
select the visitor name and click on ‘Edit’ button.
To Deactivate a visitor (visitor’'s access card deactivation) click on Deactivate button.
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To download access/exit records, connect the laptop to a controller (the connection status will be
shown on the bottom status bar) and click on “"Download Records” button.
Connect the laptop to all existent controllers and repeat the operation.

To find access/exit records, click on search button on the Access Records Tab.

The software will retrieve the access/exit records of the current day. To refine a search, select Dates

interval, Departments, Positions, User Names, ID cards or Visitors.

For selecting a period of dates on the calendar press the left button of the mouse and drag it to the

last desired date

To reset the selection criteria click on Reset button.
To generate a report click on Report button.

Access Records

U=zer Management

— Search by
N

D Departrnent

January 2015

Date

|

|Jan 29, 2015

28

29 30

101 2

3

E

) Pasition

E

4
11
18
Z5

5
1z
13
26

&
13
20
27

7
14
Z1

g 9
15 16
22 23

10
17
24

Fseorch-

F-heset-]

28 T2an 30

31

1 2 i 4 5 = 7

" Report ]

D User Mame
) Card/Keyfob Jan 29, 2015 09:43 Moore, Jirn P.u:u:u:uunt@ng Ao
Jan 29, 2015 09:48 Moaore, Jim Accounting fxYlul
I ﬂ Jan 29, 2015 09:45 Greemberg, Ma... Directors Dire
Jan 29, 2015 09:45 Greemberg, Ma.., Directors Dire
O visi Jan 29, 2015 09:45 =mith, John Directars Dire
Visitars Jan 29, 2015 09:45 Smith, John Directors Dire
(O ——— =
O Granted B Cenied-out of schedule B Denied-unauthorized W Enit
Access Records Downloading

= Access Records Downloa

Total Access Records 20

Records Transferred 10

Completed % 50
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Controller Module Menu

Upload Data (Connection to the door controller is required)

This function will transfer data from the laptop to the door controller, it is necessary to perform this
operation after users’ management operations, schedules management operations, visitors’
management operations and controller module operations.

Multiple operations can be performed before uploading the data to the controllers, e.g.
several users can be incorporated, access schedules set, door opening schedules set and afterwards;
we can connect the laptop the door controller/s and upload all the operations performed.

To upload data, connect the laptop to the controller, and click on Upload Data button.

Download Access Records (Connection to the door controller is required)

This function will download the access records stored in the door controller module. All the records
retrieved will be available over the software.

To Download access/exit records, connect the laptop to the controller, click on Download Records
button.

Controller Modules Setup (Connection to the door controller is required)

This operation must be performed to setup the door controllers of the system. The laptop must be
connected to the door controller to perform this operation. Go to controller module menu and
select controller modules setup option, enter the number of readers of the controller, label and
select each type of reader (Access/Exit)

Controller Date/Time Setting

This function will synchronize the date/time of the laptop with the date/time of the door controller.
This operation must be performed to setup the door controllers of the system. To set date/time of a
controller, connect the laptop to the controller, go to controller module menu and select controller
data/time setting

Note: Check that the date/time of the laptop is correct before performing the operation

Controller Daylight Saving Time -Set/Edit/Delete

This function will set the date/time where the time must be forwarded by one hour and backed by
one hour, after the setting is performed, the door controller will automatically adjust the time.

To Set/Edit a daylight saving time go to Controller Module menu and select controller daylight
saving setting submenu , click Activate option, complete the form and click on apply button.

To Delete then daylight saving time settings go to Controller Module menu, select controller
daylight saving setting submenu and click on Deactivate option.

It is required to connect the laptop to the existent door controllers to complete the procedure.
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Door Unlock Interval Setting

This function will set the time that the door remains unlock after presenting the access card on the
reader .Valid opening times range from (2)to fifty (50)seconds.

Controller Password Setting

This function will set 4 digits password (0-9) required to perform operations over a door controller
keypad.

Door Monitoring Setting

This function activate or deactivate the monitoring feature on each controller module. The monitoring
feature allows to monitor if the door is properly locked. Upon activation the controller modules will
generate a warning beeping sound if the door remains open. In order to utilize this feature, door
contacts should be installed.

Reset Controller/s

This function reset the controller erasing all users and settings and then synchronizes the data
present in the software database of users and access schedules. Make sure the users list is correct
before performing this operation.

Delete Module Access Records (Connection to the door controller is required)

This function will delete the entrance records stored in a door controller module.

Update Firmware

This function will update the firmware that runs on the controller module. Select the file provided by

Secure Tech and click on "update" button. Do not disconnect the usb cable or turn off the units
during this procedure.

System Logs

Click on System Logs menu, a screen will come up with a report of operations performed over the
software. Click on Report to obtain a printable report.
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Settings Menu

User Management

Selects the ‘User Management’ tab.
Access Records

Selects the ‘Access Record’ tab.
Administrator password reset

This function will change the administrator password.

Setup Wizard
This function initiates the system wizard setup. The Wizard Setup will guide you through

Setting up the number of controllers in the system and readers details
Registering access credentials into the system

Setting up date/time and daylight savings time on the controllers(if required)
Setting up weekly access schedules(if required)

Setting up access groups (if required)

ANENENENEN

System Reset

This function will reset all system settings, all existent users, records and settings will be erased. It
will be required to connect the laptop to all existent door controllers to perform the operation.

This operation cannot be undone.

Automatically upload data upon connection

When this option is checked (default) the software will upload data to controllers automatically when
the connection is detected.

Erase Software Entrance Records

This function will delete all the entrance records stored in the software. This operation cannot be
undone.

Erase pending operations

This function will erase all pending operations required; the system will not require the connection of
the laptop to the door controllers. This operation cannot be undone must be used only when a
management problem arouses.

Register new proximity credentials

This function will allow you to register new access cards or key-chains to the system. Follow the
instructions on the screen. It will be required to present each access card to proximity reader.
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Credential Recovery
A screen will come up where all the lost/stolen credentials can be found. Selected from the combo

box the credential number you want to recover, it will be re-entered into the system and will be
available to be assigned to users.

Searh Card/credential Information

Type the credential number and information on the credentials will be show. If the credential belongs
to a user the option of removing that user will be presented.
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Controller Keypad Operation Instructions - Default password:”1234"
System Setup

When the system is powered for the first time the green and orange light will be blinking
simultaneously indicating that initial setup is required. The system can function on three different
operational modes,

Operational Mode 1:
e One (1) door access control application
e One (1) door access control application AND one(1) exit registration
reader

Operational Mode 2: Two (2) doors access control application with
independent door settings

Setup instructions:

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The factory default password is "1234"”. The green light
will blink twice if the correct password was entered.

C) Enter the system application mode:
To select Mode 1: Press key: “1”

To select Mode 2: Press key: 2"
To select Mode 3: Press key: “3”

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

Operational manual for application mode 1 ----- Page 31 -36

Operational manual for application mode 2 ----- Page 37-43



Secure Tech www.setech.ca

System functions - Operational Mode 1

1. Enroll a single credential: To incorporate a new credential to the system.

2. Enroll multiple credentials: To incorporate a number of credentials into the system.

3. Delete a credential: To delete a credential in order to prevent unwanted access.

4. Replace a credential: To delete a lost or stolen credential and enroll a new one.

5. Door control activation: Security feature that provides a continuous warning signal
the door remains open.

6. Door control deactivation: To disable the door control feature.

7. Unlocking mode: To keep the door unlocked to grant access to visitors or people who do not
have a credential.

8. Normal mode: To switch-back from open mode (7) to normal mode (credential holder only)

9. Unlocking time set: To set the number of seconds that the door will remain unlocked after
presenting the credential on the proximity reader

10. Password change: To change the actual password to a new one.

11. Password reset: To reset the password back to the default one.

12. System reset: To delete all existent users and settings. The system will be back to the factory
settings.
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Keypad Instructions - Operational Mode 1

1 - Enroll a single credential

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key nhumber one "1" to enter to the "enroll single credential mode", the green light will
blink once and remain on to indicate that the new credential has to be presented on the reader

D) Present the new credential over the proximity reader, if the operation was successful the light on
the reader will blink twice, turning from red to green, indicating the credential was successfully
incorporated into the system. The system will exit the programming mode automatically.

Note 1: The last 6 digits printed on the credential are automatically stored into the system, allowing
future deletion or replacement if necessary.

Note 2: Upon enrolling an already existent credential the previous setting will be overwritten by the
new one

2- Enroll multiple credentials

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number one "0" to enter to the "enroll multiple credentials mode", the green light
will blink once and remain on to indicate that new credentials have to be presented on the reader.

D) Present the new credentials over the reader consecutively, after each credential is presented. the
light on the reader will blink twice, turning from red to green indicating the credential was
successfully incorporated into the system.

E) To finish the operation press and hold the Escape key "ESC" until double beep is heard, the orange
and green light will be turn off indicating that the system exited the programming mode.

Note 1: The last 6 digits printed on the credentials are automatically stored into the system, allowing
future deletion or replacement if necessary.

Note 2: Upon enrolling an already existent credential the previous setting will be overwritten by the
new one
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3 - Delete a credential

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will
remain on to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number two "2" to enter to the "delete credential mode", the green light will blink
once.

D) Enter the last six (6) digits of the credential you want to delete

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

4 - Replace a credential

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password
was entered.

C) Press key number three "3" to enter to the "replace credential mode", the green light will blink
once.

D) Enter the last six (6) digits of the credential you want to replace

If the deletion was successful, the system will beep twice; the green light will blink once and will
remain on indicating that the new credential has to be presented on the reader.

E) Present the new credential over the reader, if the operation is successful the light on the reader
will blink twice, turning from red to green, indicating the credential was successfully incorporated into
the system.

5 - Door control activation

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number four "4" to enter the "door control activation" command.

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.
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6 - Door control deactivation

A) Press and hold the Escape key "ESC" until a double beep is heard.
The orange light will remain on to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number five "5" to enter the "door control deactivation" command.
If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

7 - Unlocked Mode

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit password. The green light will blink twice if the correct password was entered.
C) Press key number six "6" to enter the "unlocking mode" command.

If the operation was successful, the system will beep twice and the green light will blink once and
remain ON indicating that door/s remain unlocked

8 - Normal Mode(locked)

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number seven "7" to enter the "normal mode" command.

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.
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9 - Unlocking time set

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password.. The green light will blink twice if the correct password was
entered.

C) Press key number eight "8" to enter to the "unlocking time set mode" the green light will blink
once.

D) Enter the number of seconds you want the door to remain unlocked after the credentials are
presented on the reader, accepted values are between two and nine (2-9).

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

10 - Change Password

A) Press and hold the Escape key [ESC] until a double beep is heard. The orange light will
remain on to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number nine "9"to enter to the "password change" operation mode, the green light
will blink once.

D) Enter the four digits of the new password (0-9 digit allowed).

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

11- Reset Password

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Press Enter "ENT" key, the green light will blink once.

C) Press key number seven "7" to enter to the “password reset mode”, the green light will blink
once.

D) Enter the seven unique digit password provided with the access system controller.

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

After this operation, the password will be reset to “1234”
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12 - Reset System

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Press Enter "ENT" key, the green light will blink once.

C) Press key number nine "9" to enter to the "system reset" operation mode, the green light will
blink once.

D) Enter the seven unique digit password provided with the access system controller. If the operation
was successful, the system will beep twice and the green light will remain ON for 3 seconds.

Once the operation is completed, all the users and settings will be deleted, the password will be reset
to "1234"; and the system will be reset to factory settings.

Security features and error signals:

= Upon entering a wrong command key the system will beep once, the orange light will blink
once and remain off indicating that the system exited the programming mode

= Upon thirty five seconds(35)of idle time between commands the system will beep once, the
orange light will blink once and remain off indicating that the system exited the programming
mode

= After three (3) failed attempts of entering the security password the system will be
blocked for 5 minutes, during that time it will not be possible to enter into the
programming mode.

* Upon attempt to enroll more than four thousand (4,000)credentials the
light on the readers will blink for 20 seconds and the orange and green light will
turn off indicating the system exited the programming mode.

= To exit the programming mode at any time press escape key “ESC”
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9.

System functions - Operational Mode 2

. Enroll/Edit a single credential: To incorporate a new credential into the system or modify

authorized door to an existent credential

Enroll/edit multiple credentials: To incorporate a number of credentials into the system or
modify authorized doors to existent credentials

. Delete a credential: To delete a credential in order to prevent unwanted access.

. Replace a credential: To delete a lost or stolen credential and enroll a new one.

. Door control activation: Security feature that provides a continuous warning signal when a

door remains open.

Door control deactivation: To disable the door control feature.

Unlocking mode: To keep the door/s unlocked to grant access to visitors or people who do not
have a credential.

Normal mode: To switch-back from open mode (7) to normal mode (credential holder only)

Unlocking time set: To set the number of seconds that the door will remain unlocked after
presenting the credential over the credential reader

10. Password change: To change the actual password to a new one.

11. Password reset: To reset the password back to the default one.

12. Independent readers set/unset: To switch the system to mode 3 to mode 2(two doors access

control where enrolled credentials unlock both doors)

13. System reset: To delete all existent users and settings. The system will be back to the factory

settings.
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Keypad Operation Instructions — Operational Mode 2

1 - Enroll/Edit a single credential

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

c) Press key number one "1" to enter to the "enroll single credential mode", the green light will
blink once and remain on to indicate that the new credential has to be presented on the reader

D) Enter the number of the door you want to authorize the access to

= Enter “1” to enroll the credential to unlock door number 1
= Enter “2” to enroll the credential to unlock door number 2
= Enter “3” to enroll the credential to unlock both doors

E) Present the new credential over the reader (any of the two readers), if the operation was
successful the light on the reader will blink twice, turning from red to green, indicating the credential
was successfully incorporated into the system. The system will exit the programming mode
automatically.

Note 1: The last 6 digits printed on the credentials are automatically stored into the system, allowing
future deletion or replacement if necessary.

Note 2: Upon enrolling an already existent credential the previous setting will be overwritten by the
new one

2- Enroll/Edit multiple credentials

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct
password was entered.

C) Press key number one "0" to enter to the "enroll multiple credentials mode", the green light
will blink once and remain on to indicate that new credentials have to be presented on the reader.

D) Enter the number of the door you want to authorize the access to:

= Enter “1” to enroll the credentials to authorize unlocking door number 1
= Enter “2” to enroll the credentials to authorize unlocking door number
= Enter “3” to enroll the credentials to authorize unlocking both doors

D) Present the new credentials over the reader consecutively, after each credential is presented,
the light on the reader will blink twice, turning from red to green indicating the credential was
successfully incorporated into the system, if the credential was already in the system and it
was set with a different authorized door/s the modification will be made.
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E) To finish the operation press and hold the Escape key "ESC" until double beep is heard, the orange
and green light will be turn off indicating that the system exited the programming mode.

Note 1: The last 6 digits printed on the credentials are automatically stored into the system, allowing
future deletion or replacement if necessary.

Note 2: Upon enrolling an already existent credential the previous setting will be overwritten by the
new one

3 - Delete a credential

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain
onto indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number two "2" to enter to the "delete credential mode", the green light will blink
once.

D) Enter the last six(6) digits of the credential you want to delete

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

4 - Replace a credential

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will
remain on to indicate you have entered the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct
password was entered.

C) Press key number three "3" to enter to the "replace credential mode", the green light
will blink once.

D) Enter the last six (6) digits of the credential you want to replace. If the deletion was
successful, the system will beep twice.

E) Enter the number of door you want to activate the new credentials on:
e Enter “1” to enroll the credentials to unlock door number 1
e Enter “2” to enroll the credentials to unlock door number 2
e Enter “3” to enroll the credentials to unlock both doors

the green light will blink once and will remain on indicating that the new credential has to be
presented on the reader.
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F) Present the new credential over the reader, successful the light on the reader will blink twice,

turning from red to green, indicating the credential was successfully incorporated into the
system

5 - Door control activation

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number four "4" to enter the "door control activation" command.
If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

6 - Door control deactivation

A) Press and hold the Escape key "ESC" until a double beep is heard.
The orange light will remain on to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number five "5" to enter the "door control deactivation" command.
If the operation was successful, the system will beep twice and the green light will
remain ON for 3 seconds.

7 - Unlocked Mode

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit password. The green light will blink twice if the correct password was entered.
C) Press key number six "6" to enter the "unlocking mode" command.
D) Enter the door number you want to unlock,

e Enter “1” to unlock door number 1

e Enter “2” to unlock door number 2

e Enter “3” unlock both doors

If the operation was successful, the system will beep twice and the green light will blink once and
remain ON indicating that door/s remain unlocked
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8 - Normal Mode (Locked)

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number seven "7" to enter the "normal mode" command.
D) Enter the door number you want to lock (credential access only),
e Enter“1” to lock door number 1

e Enter “2” to lock door number 2
e Enter “3” to lock both doors

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

9 - Unlocking time set

A) Press and hold the Escape key "ESC" until a double beep is heard.
The orange light will remain on to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number eight "8" to enter to the "unlocking time set mode" the green light will blink
once.

D) Enter the number of seconds you want the door to remain unlocked after the credentials are
presented on the reader, accepted values are between two(2) and nine (9) seconds.

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.
10 - Change Password

A) Press and hold the Escape key [ESC] until a double beep is heard. The orange light will
remain on to indicate you have entered into the programming mode.

B) Enter the 4 digit security password. The green light will blink twice if the correct password was
entered.

C) Press key number nine "9"to enter to the "password change" operation mode, the green light
will blink once.

D) Enter the four digits of the new password (0-9 digit allowed).

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds

43



Secure Tech www.setech.ca

11- Reset Password

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Press Enter "ENT" key, the green light will blink once.

C) Press key number seven "7" to enter to the “password reset mode”, the green light will blink
once.

D) Enter the seven unique digit password provided with the access system controller.

If the operation was successful, the system will beep twice and the green light will remain ON for 3
seconds.

After this operation, the password will be reset to “1234"

12 - Independent door Set/Unset (Switch mode 3-->mode 2)

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Press Enter "ENT" key, the green light will blink once.

C) Press key number nine "8" to enter to the "independent doors" operation mode, the green light
will blink once.

D) Enter the seven unique digit password provided with the access system controller. If the operation
was successful, the system will beep twice and the green light will remain ON for 3 seconds.

Once the operation is completed, all the users will have access to both doors, when new credentials
are enrolled, it will not be required to define authorized door/s number (Mode3 to mode 2 switch)
Please refer to operational instruction for mode 2

13 - Reset System

A) Press and hold the Escape key "ESC" until a double beep is heard. The orange light will remain on
to indicate you have entered into the programming mode.

B) Press Enter "ENT" key, the green light will blink once.

C) Press key number nine "9" to enter to the "system reset" operation mode, the green light will
blink once.

D) Enter the seven unique digit password provided with the access system controller. If the operation
was successful, the system will beep twice and the green light will remain ON for 3 seconds.
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Once the operation is completed, all the users and settings will be deleted, the password will be reset

to "1234"; and the system will be reset to factory settings.

Security features and error signals:

Upon entering a wrong command key the system will beep once, the orange light will blink
once and remain off indicating that the system exited the programming mode

Upon thirty five seconds(35)of idle time between commands the system will beep once, the
orange light will blink once and remain off indicating that the system exited the programming
mode

After three (3) failed attempts of entering the security password the system will be
blocked for 5 minutes, during that time it will not be possible to enter into the
programming mode.

Upon attempt to enroll more than four thousand (4,000)credentials the
light on the readers will blink for 20 seconds and the orange and green light will
turn off indicating the system exited the programming mode.

To exit the programming mode at any time press escape key “ESC”
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